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CMMC Model

LEVEL1

134

requirements based on
NISTSP 800-171&

800-172

requirements aligned with
NIST SP 800-11

requirements

Government-led assessment every
3 years & annual affirmation

Third-party assessment every 3 years
& annual affirmation;
self-assessment every 3 years &
annual affirmation for select programs

Annual self-assessment
& annual affirmation

V' EB=:CMMC Model ~EE (BHHKE: CMMC Model Overview - DoD CIO)
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V =2 SEEAHEEERER—E




$RIRE | Special Report

CMMC Level # Level 1 Level 2 EEE &) ° CMMC Levels BEEE
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970 [ 575 AL 8 e P PRI PO ZE R (BB 1R SR ((Flowv-
down) 3K » A CMMC Program #RRIFREEIEHIR
— ' CMMC & REEGRERBERNREE
(all tiers) HUHLIER] -
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(categories) 481, » BH Y Level 3 DA
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BEE R EZ IR EI T CUl BVBEEE ~ REEEL
e o MERNEERE R EENERNRXE
VDI Client » BIZinF#ARREREINEE (EGHRE VDI

Infrastructure

& ESP R  EFSEE -

BAOMEAEZIT » ESP - SNERRRFE L FERS
(External Service Provider) ~ CSP : EimAR# L
FERS (Cloud Service Provider * k4% NIST SP800-
145 Sept2011 FBI) ~ MSP - BIERIFHLFERT (An
ESP (not a CSP) hat provides technical support
services to its clients) ° CMMC Program #R8IH -
FHERY "RB2REEHR (Security Protection
Data’ SPD) ' SPD BIEHZRIREEE (Security
Protection Assets, SPA) FEEFHEIEHNER » SPA
FRRERERNIRIE - SPD BRELZ2EBME
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SPA A BB B 5o 30 ~ BLEIE N E AR
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(B ESP A :
JE CsSP

CUl (B34 SPD)

Ith CSP FEfF4S 48 CFR 252.204-
7012 A8 FedRAMP ZE3R

H ESP 12 HAIRRE A HLERR
CMMC FEEE - BERMtER
CMMC =TSR —ER 4.

SPD (£ CUI)

H CSP iR HtAIARFE A HLIERTHY
CMMC & E - BIERMtER
CMMC =PSB SPA.

H ESP 2 HAIRE A HIERN
CMMC S E - BERMER
CMMC ZFEEERY SPA.

#E CUI JREE SPD

AEEIE CUI 5y SPD MIBRIEHLFERS
WARES CMMC 9 ESP EZ.

REIB CUI 8§ SPD BURRIEHLFERS
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B EIE CCP CCA Lead CCA
CAICO ATP/APP-CCP  |ATP/APP-CCP ~ CCA & E3t| ATP/APP-CCP » CCA & EiR

BRRE R & E
1TisER)255] CoPC CoPC CoPC

B Tier 3 IR Tier 3 L&A Tier 3 ZE[A)
Bl 34 54

BB ER 54

Bl 145 34
S HL 578 £

DoD Cyberspace
Workforce Framework's
Security Control Assessor
(612) Work Role, from
DoD Manual 8140.03

Intermediate Proficiency
Level » 40 : CGRC/CAP
or CASP+ or Cloud+ or
PenTest+ or Security+ or
GSEC %3588

Advanced Proficiency Level °

40 : CISM or CISSO or CPTE or

CySA+ or FITSP-A or GCSA or

CISA or CISSP or CISSP-ISSEP
or GSLC or GSNA BB

=T © Courses at higher proficiency levels qualify lower levels.

PV £7-CMMC SHEA SMEENRERER
CMMC IR cMMC BEJJEEE

HLIERES R CMMC &RAVER L » 3l
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Level 2 (Self) ) °C3PAO H CMMC RN
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CMMC Program FRFJ A EERE#EE CAICO A&
FHE CMMC AEZ > PI~ CCl~ CCP ~ CCA &MY
AEEETIE Pl B CCl BEZE CMMC BT @ &
BT TEEAE A FEIEERARI AR » CCP Ed CCA
AIEERESHE/REA T BRR— e
CCP/CCA ARIFIFFI) EREMEFTE TREAaE -
CMMC Program ¥ 5 CMMC A ERVREHERE
BERFEINTRE © BT ATP FIPHN CCP 2
CCA 12 (FERARAM APP #f ) BRZEEE
1T CCP/CCA EISEEMAL » Y CCP/CCA E
BIBEIER CAICO BRNEEEZE @ LIRRHE
CCP/CCA HIREIHER °

CMMC HIERELIRITHY DFARS 252.204-
7012~ 7019 ~ 7020 RIFFMATIRERHBEFGESE @ #
FERETR B A ~ BIBAEMREL CMMC £ RI1978
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